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Introduction

The Canvas Learning Management System (LMS) is used in thousands of universities across
the United States and internationally, with a strong and growing presence in the K-12 and
higher education markets. Massive amounts of data are gathered continuously on students
and faculty often without their awareness or consent. On a regular basis, changes are made
to platform design features and analytics without formal announcement or notification.

This paper examines the datafication of higher education through the Canvas LMS.
While there is growing interest in educational data-mining in K-12 environments (see
Manolev, Sullivan, and Slee 2018) relatively little has been written about the growing
markets for parallel and connected technologies across and beyond early learning, K12,
and higher education sectors. With markets currently steeped in artificial intelligence
and attempts at predictive modeling, longitudinal datasets are an increasingly valuable
commodity and ripe for extraction by private companies.

Analyzing the development of the Canvas LMS we examine 1) “frictionless’ data tran-
sitions that bridge pre-K, K12, higher education, and workforce data 2) the integration of
connected third party applications within the LMS, and interoperability or data-sharing
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across these applications 3) privacy and security vulnerabilities, and 4) predictive analytics
and dataveillance.

We conclude that institutions of higher education are currently ill-equipped to protect
students and faculty required to use the Canvas Instructure LMS from data harvesting or
exploitation. We challenge inevitability narratives for blind adoptions of such systems
and call for greater public awareness among members of college and university communities
concerning the use of predictive behavioral and learning analytics, the impact of algorithmic
bias, the need for algorithmic transparency, and enactment of both ethical and legal protec-
tions for users who are required to use such software platforms in educational settings.

We situate our own discussion between the ongoing debate within the educational tech-
nology sector as it attempts to apply its business models to public higher education, the
economic advantages afforded to (often cash-strapped) public institutions of higher edu-
cation, which seek to promote online courses and degrees while simultaneously encouraging
faculty to switch to the new platform, and those academic sectors that embrace educational
technology and seek to promote its use often for ideological purposes (Apple 2004, 2005,
2007; Boggs and Van Baalen-Wood 2018; Fathema, Shannon, and Ross 2015). We also
refer frequently to San José State University, our home institution, as a prime example of
a university that finds itself caught between the competing and often conflicting demands
of legislators, educational administrators, faculty, parents, and students.

A brief history of Canvas

The rise of the Internet has fundamentally altered teaching and learning. The possibility of
providing online content directly to students of higher education has opened up vast
markets for professional certificates, executive education, and degrees beyond the kinds
that have historically been granted at colleges and universities. Proponents of Educational
Data Management (EDM) claim that it enables real-time assessment of students and
materials, and allows institutions to assess the effectiveness of learning strategies, which,
in some instances might extend to physically tracking students (through the use of
RFID tags in student IDs) and analysing social networks, thereby adapting content to
support individuated learning. Using these data to assist in instruction, advising, and
resource allocation within institutions is now commonplace (Rubel and Jones 2016).

Initially adopted by the Utah Education Network, Canvas by Instructure is now the
most widely used LMS provider in the United States and Canada and is only third to
Google and Microsoft in the amount of student data amassed (Menard 2019). It can
count not just K-12 schools, colleges and universities among its clients but also high-
profile corporations like Cisco, which teamed up with Canvas in 2012 for integration
into its Cisco Networking Academy with over one million students worldwide. In fact,
Canvas’ reach is truly global with an increasing focus since 2013 upon new educational
markets in Central and South America, Africa, Europe, and Asia (see Hill 2017).

Started in Utah by two graduate students who designed a Learning Management
System as a class project, Canvas’ approach was significantly different from that under-
taken by early advocates of educational software. Instead of designing a complete
system for a single institution and adapting the technology for subsequent clients, the
open source approach developed by Canvas offered a suite of services according to need
along with a number of third-party applications offered free of charge.
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As market observers noted, 2011 marked a significant shift away from ‘academically-
facing’ software systems that were hosted on site to cloud based solutions that offered Soft-
ware as a Service (Saa$S). SaaS platforms were considerably cheaper and less complex than
one size fits all programs epitomized by learning platforms like Blackboard, which domi-
nated the LMS market from 2004-2011. Early market dominance was assured by Black-
board’s acquisition of competitors like WebCT and Angel. But after 2009, the open
source model of software, a growing familiarity with social networking platforms
among potential consumers, combined with significant investment from Venture
Capital in cloud-based solutions resulted in the entrance of new competitors into the
market. Canvas’ parent company, Instructure, became a leading disruptor in the field of
educational technology. A majority of public colleges and universities in the United
States that offer online courses rely upon external companies like Instructure to provide
course design and ongoing support; ‘supplying the online platform through which univer-
sity affiliates interact with students to all-inclusive distance-learning programs rebranded
under the institution’s name, and everything in-between’ (Mattes 2017, 2).

As Hill (2011) noted, (SaaS) models offered advantages over on-site LMS platforms,
namely, the ability to mine and report data, and to use the latter to support outcomes-
based (rather than enrollment-based) funding models for public institutions.

Canvas in higher education

In 2012, SJSU switched to Canvas’ cloud-based LMS, joining almost three hundred other
college campuses in the United States. After an almost year long process involving thirty-
six faculty and technical staff, the LMS Advisory Committee recommended Canvas as the
LMS of choice. It was also a good deal more cost effective than Desire2Learn in 2012 which
cost the university $361,198 in 2012 compared to $216,178 for Canvas in 2014.

The most recent statistics available for Canvas usage at San José State University are
from 2018. During the two-week Winter Intersession, 106 Canvas courses were offered
on Instructure; 3692 courses were provided in Spring, 444 in Summer, and 4,057 in Fall
2018. This represents a gradual increase in adoption from the previous year. In addition,
in Fall 2018, a Canvas User Satisfaction survey (4278 participants) noted the following:
32.9% of students use Canvas through their smartphones and 45.4% through a laptop,
and a majority (>60%) report satisfaction with the LMS.

The following sections unpack a set of interrelated concerns for consideration by
members of both K12 and higher education communities that have adopted or that
require employees and/or students to use Instructure’s Learning Management System.

Frictionless learning

Instructure’s cloud-based products extend from the K-12 market, to college, and beyond
through employee development programs offered through its Bridge software used by cor-
porations and public institutions for training purposes. According to its website, Instruc-
ture ‘has connected millions of instructors and learners at more than 4,000 educational
institutions and corporations throughout the world’ and is ‘the world’s fastest growing
learning platform for K-12 and higher ed,” a feat made possible, in part, through its
reliance on Amazon Web Services for data storage and scalability.
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According to Billings (Amazon Web Services 2015), in early 2015, Instructure adopted
AWS analytic tools as a key feature that allowed Instructure to be ‘creative in a
very “frictionless” way.’

The absence of ‘friction’, as described in an introductory AWS-Instructure partnership
video is important to highlight, as scholars of emerging technologies have called for more
focused and critical analyses of such practices. Gilliard (2018) uses the term explicitly in an
essay titled ‘Friction-Free Racism’ referring specifically to platforms that ascribe identity
through data,

The ability to define one’s self and tell one’s own stories is central to being human and how one
relates to others; platforms’ ascribing identity through data undermines both. These code-derived
identities in turn complement Silicon Valley’s pursuit of ‘friction-free’ interactions, interfaces,
and applications in which a user doesn’t have to talk to people, listen to them, engage with
them, or even see them. From this point of view, personal interactions are not vital but inherently
messy, and presupposed difference (in terms of race, class, and ethnicity) is held responsible. Plat-
forms then promise to manage the ‘messiness’ of relationships by reducing them to transactions.
The apps and interfaces create an environment where interactions can happen without people
having to make any effort to understand or know each other. (Gilliard 2018)

Instructure highlights many features of its system across both K12 and higher ed sectors
prominently in online marketing materials. While it is unknown without thorough analy-
sis if the designs embedded within the LMS are subject to equity blind spots, one could
argue that the root structures of mass data extraction and analytic use across applications
are tools of digital exploitation, and thus aligned with critiques espoused by Benjamin
(2019) and Gilliard (2018).

Some of the tools promoted by Instructure as Canvas Features (2019) include quiz stat-
istics, on-the-spot assessments using mobile devices, polling, IOS and Android app inte-
grations, notifications connected to email, text, and/or social media accounts, audio and
video recording and transfer, learning object repositories, capacity to download and
upload files, Learning Tool Integrations (LTI), open APIs which would allow ‘talking’
with other software programs, web conferencing, and customizable profile pages that encou-
rage students to share personal information about themselves (Instructure 2019). While
many of these tools are assumed to facilitate learning, some may not be accessible to all stu-
dents or may fail to take into account external challenges that students may be experiencing
that could lead to inequitable and/or incorrect conclusions being made about their course
engagement and/or learning. Madden and colleagues (2017) highlight privacy, poverty,
and big data as a ‘matrix of vulnerabilities’ that converge in ways that exacerbate data
harms likely to be experienced by members of under-resourced communities.

Many educators would agree that community building and the sharing of personal stories
can be powerful ways to strengthen collaborative learning. Users of the Canvas LMS are not,
however, sharing personal details with one another in a closed classroom environment.
Rather, they are sharing them directly into Amazon Web Services servers, and potentially a
host of third party applications and clients that are also connected to the Instructure LMS.

Recognizing the potential for abuse resulting from predictive analytics more broadly,
Crawford and Schultz (2014) describe the need for a framework to redress predictive
privacy harms that can emerge from the inappropriate inclusion and predictive analysis
of an individual’s personal data without their knowledge or express consent. They note
that poor execution of Big Data methodology may create additional harms by rendering
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inaccurate profiles that impact an individual’s life and livelihood and further highlight the
expansion of the range of data that can be personally identifying,

By primarily analyzing metadata, such as a set of predictive and aggregated findings, or by
combining previously discrete data sets, Big Data approaches are not only able to manufac-
ture novel PII, but often do so outside the purview of current privacy protections. Existing
regulatory schema appear incapable of keeping pace with these advancing business norms
and practices. (94)

The next section describes key structures and processes by which data are collected and used
within Canvas for the kinds of predictive harms described by Crawford and Schultz (2014).

Interoperability from K-12 to higher education

The determination to provide a ‘frictionless’ or ‘seamless’ user experience is supported by the
notion of interoperability, a term rooted in military weapons systems development and the
ability to share information between systems (Department of Defense 2020). Introduced by
Instructure in 2013, interoperability was made possible through Canvas’ Open Apps site,
effectively an app library built around Canvas which allows administrators, teachers, and stu-
dents to install third party apps in the LMS. To date, 370 apps are available from third-party
providers including access to content providers such as the Khan Academy, video conferen-
cing programs such as Zoom, note taking applications like Evernote, and apps like ASPIR-
EEDU which monitors the performance of instructors (‘overall log-in time’ through
Canvas, ‘timeliness of grading’, ‘snippets of grading feedback and other performance data’).

Given Canvas’ longitudinal reach with capacity to harvest data from multiple levels of
school systems that sign on to the LMS, we explored AWS documents indicating how data
are shared. Amazon Web Services’ description of K12 and primary education tools indi-
cates that by ‘using the AWS Cloud, schools and districts can get a comprehensive picture
of student performance by connecting products and services so they seamlessly share data
across platforms’ [Emphasis added].

Operational Data Store
Integrate data from multiple
data sources with Amazon EC2
and Amazon RDS

Ll g b Bl
| ﬁﬁ«’o}ﬂ] =0 @

Source Systems Data Warehousing Data Analysis Data Visualizations Decision Making
Student Information System (SIS) Store and query petabytes of Analyze data with AWS and and Dashboards Share and collaborate over
Learning Management System (LMS) data with Amazon Redshift partner solutions Perform advanced findings to make better
Assessments calculations and render decisions to improve student
Content visualizations for learning and outcomes
Transportation data insights

Financial/HR
Other instructional applications
s
MAAAV

Data Lake
Store structured and
unstructured data from
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mobile apps, loT devices, and
social media at any scale in
Amazon 53, and Glacier
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‘Putting Data To Work For Students’ https://aws.amazon.com/education/K12-
primary-ed/.

Several hundred educational technology companies also partner with Amazon Web
Services through a program called EdStart whereby cloud data storage services and
resources are provided by Amazon to entrepreneurs with educational technology software
products.

Given extensive reporting on the vast, burgeoning markets for integrated data (Christl
2017; Russell et al. 2018), it is unclear which data collected by the AWS EdStart members
would be protected from subsequent matching or inclusion into big data predictive ana-
lytics. AWS EdStart has a broad global reach with 48 edtech partner companies based in
Europe, the Middle East and Africa, and 116 companies based in the Asia-Pacific region
for a total of 316 edtech members overall within its data network. While promises may be
made of compliance with COPPA/FERPA data privacy laws, once data are collected and/
or combined across international borders, companies would not necessarily be required to
abide by laws from the host country where data were gathered. These cross-border data
flows could theoretically be stored into international servers capable of transfer, and/or
sale without oversight or scrutiny.

One of the key advantages of open source software, according to Instructure, is the
ability this gives to students, teachers, and administrators to use apps provided by
third-party affiliates. Conveniently, such a structure also funnels a massive amount of
data to Instructure datasets. Ease of data sharing is featured prominently in Bridge’s
materials promoting ‘Learning and performance in a single, pain-free experience.” Focus-
ing on the cumbersome and delaying nature of needing to enter systems through multiple
logins, Bridge highlights the ease of data access:

The last thing you want is for your people to have to log in and out of separate systems and
platforms. Bridge allows you to seamlessly access everything within a single platform for a
cohesive experience. (Instructure Bridge [video], 2019)

In recent years, universities have also begun integrating student evaluations of instruc-
tors into their menu of third-party apps accessible through Canvas. CoursEval, a program
managed by CampusLabs is an external course evaluation app integrated into San José
State University’s Canvas Instructure LMS. Course evaluation procedures that previously
involved sealed envelopes, campus mailboxes, and confidentiality provisions that wouldn’t
allow for the removal of faculty dossiers from department offices, have now been trans-
ferred to online spaces with data that appear open to analysis by third-party entities
and by cloud hosting LMS and AWS data servers. The Canvas Data tool documents a
parsing and aggregation of more than 280 million rows of Canvas usage data daily
(Instructure 2020).

It is unclear what access is given to whom to engage in the analytics described. If
instructors are the only ones with access to their student data, as FERPA would
suggest, they would not be the ones to analyze the 280 million rows of Canvas usage
data generated daily. If administrators or other data analysts are accessing student/and
or faculty data, they would be doing so without knowledge or consent of users, most of
whom are given the impression that the LMS is protecting their data from outside use.

Notions of data-sharing are also subject to different interpretations depending on per-
spective and context. As Benjamin observes,


https://aws.amazon.com/education/K12-primary-ed/
https://aws.amazon.com/education/K12-primary-ed/
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Data sharing, for instance, sounds like a positive development, streamlining the bulky
bureaucracies of government so the public can access goods and services faster. But access
goes both ways. If someone is marked ‘risky’ in one arena, that stigma follows him around
much more efficiently, streamlining marginalization. (2019, 13)

At the time of the writing of this manuscript, Instructure is in the midst of being purchased
by a private investment equity firm, Thoma Bravo, for an estimated two billion dollars. In
the span of one week in February 2020, the Instructure board voted against the sale, Dan
Goldsmith indicated intent to step down as CEO (with no indication of a successor), and
edtech investment analysts have described what will still be an eventual company purchase
as a ‘takeover’ (Deveau 2020; Hill 2020). What remains unclear is the fate of the student
and faculty data as a result of this pending purchase or any other. Data privacy concerns
and questions related to the Instructure acquisition have been outlined in a public letter
co-signed by dozens of individuals working at colleges and universities that use the
Canvas LMS (Young 2020). The letter references legal scholars who have noted the vulner-
ability of student data to exploitation in private markets. Russell et al. (2018) have written
about the commercial availability of student lists for purchase ‘on the basis of ethnicity,
affluence, religion, lifestyle, awkwardness, and even a perceived or predicted need for
family planning services’ (i). With no federal privacy laws governing student data
brokers, student data can be collected, sold, and bought without any apparent legal pro-
tections from widespread exploitation.

Privacy and security vulnerabilities

According to the Instructure website, the Canvas platform allows for third parties to test
its software for vulnerabilities. To that end, Instructure runs open security audits on
Canvas with the results published annually. The flip side of this, however, is that the
use of third-party affiliates often leaves institution IT departments in a peculiar position.
Do they bear the responsibility to effectively monitor the educational data that is collected
by third-party affiliates? Official statements from Instructure seem to suggest otherwise. In
an interview in 2013, an official for Instructure noted the following: ‘Third party inte-
grations have existed, but they've required the IT department to make them work. With
Canvas App Center, we want to let anyone install an app with one click and begin perso-
nalizing their learning experience with these tools’ (Cited in Empson 2013).

What these third parties do with student information is, of course, the question. The
foundation of the open-source business model, the reason why so many platforms can
offer their services for a relatively minimal amount of investment, is that the educational
data collected serve as ‘leads,” not just one time but multiple times for different vendors.
Contact information, academic interests, and educational background are an invaluable
component of targeted marketing programs within the educational sector (Mattes 2017).

While some safeguards exist to protect student data privacy, there is a standing tension
between the goals of public education and private enterprise. As Reidenberg and Schaub
(2018) note:

Data confidentiality and access principles further challenge Big Data programs in education.
In the United States, confidentiality is required for a student’s educational records, and
families have the ability to assure data integrity with access and correction rights (see 20
U.S. Code $§1232 g). By contrast, Big Data programs rely on data sharing rather than
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confidentiality. Multiple vendors gain access to detailed metrics, for example, online reading
patterns, and, if metadata about student interactions is captured, possibly social dynamics.
Similarly, the multiplicity of data sources and dynamic processing undermine the ability
of learners and their families to assure data integrity through access and correction.

As of this writing, the most recent privacy policy provided by Instructure is dated
August 1st, 2018 and addresses both the Instructure and Canvas websites.

To make our Site, Apps, and Services more useful to you, our servers (which may be hosted
by a third party service provider) collect information from you, including browser type,
operating system, Internet Protocol (IP) address ... domain name, and/or a date/time
stamp for your visit. We also use cookies and web beacons (as described below) and navi-
gational data like Uniform Resource Locators (URL) to gather information regarding the
date and time of your visit and the solutions and information for which you searched
and which you viewed. Like most Internet services, we automatically gather this data
and store it in log files each time you visit our Site, use our Apps, or access your
account on our network. We may link this automatically-collected data to personally
identifiable information. [Emphasis added]

In an April 2017 online question answer session regarding External Apps (LTIs), the
Canvas Doc Team indicated that third parties work closely with Canvas to acquire data
sets and that by default, most user information is anonymized, however that ‘this can
be changed’ (Instructure 2019). Further, Instructure seems especially keen to vaunt the
ease of data use within Amazon Web Services (AWS). Wade Billings, Director of IT Ser-
vices for Instructure notes in a 2015 promotional video that:

... one of the main benefits of being on Amazon Web Services is that the ‘security is baked
into the platform, so regardless of if I'm a small organization or a large enterprise, I get the
benefit of those intrinsic security controls there, and I don’t have to build them, I don’t have
to buy them, I don’t have to do anything extra. They’re just there. (Amazon Web Services
2015)

However, the AWS system appears to contain formidable blind spots of vulnerability to
data hacking. Between 2017 and 2019, several security breaches made high profile news.
Reporting on a 2018 hack that left Tesla’s Amazon cloud vulnerable to cryptocurrency
mining, Matousek stated that:

AWS accounts, along with business and government websites and servers, have become vul-
nerable to ‘cryptojacking’ schemes in which hackers break into them to mine cryptocurrency,
which has become increasingly lucrative in the past year. ‘Given the immaturity of cloud
security programs today, we anticipate this type of cybercrime to increase in scale and vel-
ocity,” RedLock CTO Gaurav Kumar said in a statement to Business Insider. (Matousek 2018)

Nonetheless, cloud based data systems are vulnerable to hacking, so Instructure’s claims
that security is baked in to the system appear to be both overstated and given evidence
to the contrary, unfounded.

According to a 2018 analysis of student privacy conducted by Common Sense Media,
Canvas scored 36 out of a possible 100 with respect to student privacy largely because it is
unclear whether student data collected on the LMS will be sold to third parties, shared for
advertising purposes, or whether the data harvested will permit third parties to create
advertising profiles used in targeted advertising. Data within the Instructure platform
itself may also be vulnerable to authorization changes by students.’
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Finally, a May 2019 security analysis of the Canvas Instructure Android App conducted
by UC Berkeley researchers at the International Computer Science Institute indicated
specific gaps in data privacy with a designation that the app ‘transmits sensitive data.’
The three device identifiers documented to have been ‘transmitted during testing’
include Advertising IDs,> Android IDs,®> and Device Descriptions4 (Canvas Student
Android App Security Analysis, AppCensus 2019).

According to the Canvas Administrative Guidelines available on the SJSU website
(eCampus 2014), student privacy is paramount. In accordance with the Policy for
Privacy of Electronic Information and Communications (UP F97-7) and Family Edu-
cational Rights and Privacy Act (FERPA) guidelines, Canvas courses are password-pro-
tected, so that students meet in a private online classroom space. Students do not have
access to other students’ personal information, such as student ID or email address.
The system allows students to send emails to one another without revealing the email
address. Students are able to view other students’ Display names, which appears in activi-
ties that are participated in within the course. Students have the ability to adjust their
Display name to their own personal preference. Besides the Display name, Canvas
keeps a record of each student’s Full and Sortable name, which is only accessible by the
instructor, teaching assistant, and administrator.

However, despite the fact that the Family Educational Rights and Privacy Act (FERPA)
guidelines concerning student privacy were updated in 2008 to reflect the new ecosystem
being created by online program managers, there are standing tensions.

The Department of Education permits education records and personally identifiable
information to be released to third-party vendors without consent provided that these
third-parties remain under the direct control of the institution. Under FERPA, contractors
are also designated as ‘school officials with legitimate educational interests.” As such, they
must be listed in an institution’s Annual FERPA notification. In addition, the latest and
most robust piece of legislation to protect consumer privacy, the California Consumer
Privacy Act (2018) which is set to come into effect in 2020, will not apply to not-for-
profit educational institutions.

It is unclear whether, by virtue of being integrated into Canvas, a third-party app would
be allowed access to other aspects of a user’s course content or other online behaviors on
Canvas. Moreover, given the shared platform, it is also unknown whether Canvas would
have access to teacher evaluation surveys or other data that school administrators would
be able to access for personnel reviews.

Biometric data

Yet another form of information being swept into Instructure systems includes biometric
data. An April 2017 video recorded question/answer session featured Hilary Scharton, VP
of Product Strategy for Instructure. In response to a question concerning the sign in and
logout procedures among students who were inadvertently able to sign in to other stu-
dents’ accounts using the same devices, Scharton noted:

... we're actually doing some work right now as part of a partnership that we’re doing with
Apple, um, where we're enabling the fingerprint login ID, on IOS devices, and this is what the
workflow would look like ... you have a class set of devices, right and your last class leaves
and your next one comes in, um, the student from last hour didn’t log out of Canvas.
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When the new student picks up the device, opens it up, um, Canvas will ask for your finger-
print, to authenticate you, as you’re opening the Canvas app, and if your fingerprint doesn’t
authenticate, then you’ll be taken back to the login screen. So either fingerprint ID with your
fingerprint and user name, or to put in your login credentials ... which is really cool, I think
that’s awesome, especially for our elementary friends. (Canvas LMS video, 32:44)

Such processes for biometric authentication open a host of additional questions regarding
data privacy. Will parents be given the option to opt in or out of biometric scanning of
their children’s personal information? Or will schools be given the right to grant access
en masse? Will biometric data gathered on handheld devices in elementary settings be
merged with data when students move through middle, high school, college, and work set-
tings? And to what extent would users be informed of how those data would be used? If
biometric authentications are being used to enable Canvas logins for elementary students,
will they also be used for high school and college age students?

Zeide (2017) provides important critiques of the consequences of big data in education,
including undermining of traditional intellectual privacy and safety of classrooms, high-
lighting the shift in pedagogical decision making from educators to technology providers,
constraining teachers’ academic autonomy, obscuring student evaluation, and reducing
the capacity for parents’, students’ (and we would argue, instructors’) ability to participate
or challenge education decision-making.

She further notes data driven tools as defining what ‘counts’ as education by mapping
concepts creating content, determining metrics, and setting desired learning outcomes of
instruction. At work here are significant ‘shifts [that] cede important decision-making to
private entities without public scrutiny or pedagogical examination’ (2017, 164).

In a promotional video developed by Amazon Web Services, Ivy Tech Community
College representatives indicated that they ‘can predict with 83% accuracy which students
are likely to fail, all for 95% less than the next closest solution’ (Amazon Web Services
2019, 00:42). The question then becomes how they will act on these data. Will students
who fit similar characteristics be profiled and eliminated from enrollment decisions
because of their so-called ‘risk’ in not succeeding?

Predictive analytics and dataveillance

Lupton and Williamson (2017) make useful distinctions between the shift in education
settings from surveillance to dataveillance where the latter involves the routine collection
and analysis of data. They describe a new ecosystem of dataveillance beginning in primary
school with apps like ClassDojo (used in over 180 different countries and over 90% of K-8
classrooms in the US, according to the ClassDojo website), which encourages teachers to
award points for good behavior and deduct them for deviant performance indicators. Dojo
points constitute a digital economy within a classroom, where points may be traded for
Classroom Dollars used for the ‘purchase’ of individual items (virtual or real) or even a
‘no homework pass.’” Beyond the classroom, the authors note, there are a suite of apps
that monitor and collect information on physical activity that use self-tracking apps
and the use of wearable technologies to encourage appropriate behaviors alongside mess-
ages about well-being.

The authors point out that the kind of total surveillance that now pervades educational
institutions comes with inherent risk:
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... people’s life chances and access to opportunities are increasingly becoming shaped by the
types of social sorting afforded by dataveillance. People have few opportunities to challenge
the inferences and predictions that are made by algorithmic calculations. (786)

Academic cultures of dataveillance are spanning the developmental spectrum and now
rapidly colliding with changes in data policies of learning management systems that are
moving precisely toward the problematic kinds of big data use that scholars have been
warning about. JoAnna Redden, Co-Director of the Data Justice Lab at Cardiff University,
has documented six specific forms of data harms that are resulting from the use of big data
analytics. These include targeting based on vulnerability, misuse of personal information,
discrimination, data breaches, political manipulation and social harm, and data and
system errors (Redden 2017).

The LMS market, and Instructure in particular, is undergoing a transformation poised
to make student and faculty data across all educational levels more vulnerable to such
harms. The four leading LMS providers in the United States (Instructure, D2L, Black-
board, and Moodle) have switched focus towards corporate markets for employee training.
To that end, Instructure acquired Portfolium for $43 million, an ePortfolio platform, a
‘student success network’ that links student achievement through information concerning
achievements and competencies directly to potential employers. According to official
figures, Portfolium was acquired by Instructure in 2019, is a member of the Amazon
Web Services EdStart program, and serves over 4.6 million students in over 3,600 colleges,
universities, and high schools. The additional move announced in 2019 was Instructure’s
move towards greater emphasis on data analytics and artificial intelligence. The DIG plat-
form now being discussed by Instructure will rely on artificial intelligence to apply predic-
tive modeling to the student experience.

At a recent investors meeting, the CEO of Instructure, Dan Goldsmith, described his
vision of predictive analytics to include correlation ‘across universities and curricula’ in
order to ‘start making recommendations and suggestions to the student or instructor in
how they can be more successful.” The suggestions Goldsmith provided as examples are
behaviorally specific and appear to shift the core responsibility of guiding teaching and
learning away from instructors and toward software directives. He states:

...watch this video, read this passage, do problems 17-34 in this textbook, spend an extra two
hours on this or that. When we drive student success, we impact things like retention, we
impact the productivity of the teachers, and it’s a huge opportunity.

Our DIG initiative, it is first and foremost a platform for [Machine Learning] ML and
[Artificial Intelligence] AI, and we will deliver and monetize it by offering different
functional domains of predictive algorithms and insights. Maybe things like student
success, retention, coaching and advising, career pathing, as well as a number of the
other metrics that will help improve the value of an institution or connectivity across
institutions. (Hill 2019)

Missing from Goldsmith’s analyses, however, are decades of research studies in the field
of educational psychology in higher education that yield evidence-based strategies to
address the host of challenges in strengthening learning within institutions of higher edu-
cation (Spelt et al. 2009). Also missing is an analysis of associated harms that may be
incurred from false predictions, data loss, data breaches, and/or flawed analytics with
affiliated interventions (Madden et al. 2017; Redden 2017).
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Conclusions and recommendations

There is no doubt that public institutions of higher education are undergoing historically
significant changes due in large part, to a culture shift; from the ‘culture of the book’ to the
‘culture of the screen’ (Postman 1993). A new digital ecology is emerging with the ability to
monitor the progress of students from a very young age, through high school, college, and
into the corporate space.

The cult of numbers and evaluation that has emerged has done so within a decades-
long lack of public investment in higher education and a perceived sense of crisis (see
Uluorta and Quill 2009). Technology has been seized upon by policy advocates as a rela-
tively cost-effective fix to endemic social issues. Quantification is regarded as an objective,
scientific, and value neutral way to remedy perceived inefficiencies within public insti-
tutions, and the net effect is to undermine complex human learning interactions in the
name of democratic principles, like transparency. Institutions, departments, and individ-
ual faculty are continually measured and students, parents, and other faculty may draw
upon these data to assess performance and potential. The result:

... it forces education institutions which are no longer able to evade the opinions and judg-
ments of their clientele to take a more customer - and service-led approach. The dictates of
quality, transparency and accountability lend an air of illegitimacy to any attempt to avoid
scrutiny and evaluation. The modern transparency principle inevitably opens the door to
more and more evaluations, which can interfere considerably with institutional routines
and established practices. (Mau 2019, 91)

The purported ‘personalization” of educational provision via LMS technologies results
in the creation of a new, highly surveilled environment of competitive individualism,
which reflects an increasing concern with status insecurity. Education within this social
context is reimagined. However, ‘the security afforded by objectivized status information
is purchased at the cost of intensified status competition’ (Mau 2019, 4). The individual is
not free to choose but instead compelled to choose within highly circumscribed circum-
stances of being a rational autonomous agent.

Improving one’s life chances under these conditions depends upon the personalization
of education at the cost of privacy and, ironically, decreased transparency concerning the
use of personal data. The citizen is now an entrepreneurial self, someone who is always
ready to adopt new techniques for self-management and improvement. Within the
current dynamic, this leaves almost no room for alternative imaginings of self, citizens,
and society. Crudely, what cannot be measured is no longer relevant. As Lynch (2017)
notes:

The data collected by [Learning Management Systems] is aggregated by a number of entities.
Educational institutions maintain online records of class data and of student performance.
Third-party service providers retain records of tool usage that include detailed scores and
personal profiles along with clickstream data recording students’ tutorial actions, written
essays or other problem solutions, and even requests for help. Platform providers ... can
even integrate these records across tools and link them to external profiles to provide a
detailed picture of what students do and how they do it. (250)

Contractors for online educational services have expanded beyond the simple provision of
a software platform for educational ‘content’ to provide a whole range of services: from
admission to the continual tracking of student performance, referring students to
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academic counselors if problems arise, to recruitment services post graduation (Mattes
2017). Canvas has positioned itself as a strategic partner for educational districts or
even statewide adoptions from K-12 through college.

With that in mind, we offer the following conclusions and recommendations:

First, while there is a shift occurring within institutions of higher education to accom-
modate the new realities of university life within the digital age, there is a potential conflict
between what might be termed ‘the public good’ of the university, and profit motives of
private capital. In its crudest form, the Return on Investment (ROI) for venture capital
is much shorter than a similar ROI for public institutions such as universities. Educational
leaders are encouraged to consider the funding behind research on educational solutions.
Independent, non-industry funded studies are less likely to be influenced by bottom line
sales that would be tied to metrics of effectiveness.

Second, the LMS market is highly competitive and there is currently no common set of
standards for platform design. SJSU adopted Blackboard, Desire2Learn, and Canvas in
quick succession. It experimented with Udacity and MOOCs and found itself in the
center of a national scandal over teaching in an online format that split the faculty and
administration, and prompted the founder of Udacity to admit that the product it had pro-
moted at SJSU was ‘lousy.” Educational leaders are encouraged to ask critical questions
about independent, long term evidence of effectiveness prior to adopting newly hyped
educational innovations.

Third, universities run the risk of failing to serve the very communities they promise to
assist by turning too quickly to technology to resolve problems of poor instruction, large
class sizes, lack of public funding, and declining graduation rates. Standardization, confor-
mity, and adherence to a methodology better suited to the bureaucracy than the classroom
(it is Learning Management Systems, after all, that we are discussing) is the order of the
day. Ironically, these dehumanizing processes are pushed amidst claims of supporting
‘personalization.” Educational leaders are encouraged to recognize the doublespeak
inherent in claims that learning management systems personalize learning.

Fourth, public universities have quickly come to rely upon the new ecology for auditing
purposes. It is simply not an option for most faculty to opt out of the platform (see
Fathema, Shannon, and Ross 2015). With compulsory education in many K12 settings,
it may well be a requirement for students and teachers whose districts have adopted the
LMS to use the platform.

Fifth, the fact that some aspects of learning are easier to measure than others might
result in simplistic, surface level elements taking on a more prominent role in determining
what counts as success. As a result, higher order, extended, and creative thinking may be
undermined by processes that favor formulaic adherence to static rubrics. An additional
problem is that evidence for the effectiveness of commercial systems to actually
improve learning outcomes is limited despite ubiquitous hype for such solutions.

Sixth, lessons may also be learned from other areas such as medicine that have faced a
parallel tsunami of digitally based solutions. At the 2016 conference of the American
Medical Association, Dr. James Madara, President of the AMA described key challenges
in the field of medicine as health technologies were rapidly proliferating into medical
spaces. While acknowledging that many innovations increased possibilities for improved
care, Madara also noted a large sector that actually made matters worse, ‘from ineffective
electronic health records, to an explosion of direct-to-consumer digital health products, to
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apps of mixed quality - it’s the digital snake oil of the early twenty-first century’ (American
Medical Association 2016).

A question for higher education administrators to consider is whether the solutions
being marketed to them are indeed solutions or what Madara refers to as ‘digital snake
oil’. In the spirit of critical thinking that is so enthusiastically encouraged by administra-
tors in higher education settings, we suggest healthy doses of critical inquiry into actual
evidence of claims made by proponents of Al systems in education. Dataveillance con-
cerns in education are integral to a foundational understanding of data markets and ana-
lytics that would lead individuals to be subject to predictive policing (Ferguson 2017),
vulnerable to data harms (Madden et al. 2017), algorithmic bias (Eubanks 2018), and
unwitting victims of surveillance capitalism (Zuboft 2019).

Seventh, education about algorithmic bias, predictive harms, and the need for algorith-
mic transparency will be an important step in moving higher education institutions
toward ethical data practices that include full disclosure about the ways that education
community members’ data will be used (see ACM 2017).

Students, as the key constituents being served in higher education, are the ones who will be
most affected long term by the use of their data. Student voice will be central to building
awareness and demanding privacy rights. Future inquiries on the datafication of higher edu-
cation should focus on the extent to which students have been provided full disclosure of data
use (including algorithmic transparency) and to map processes by which they can make col-
lective requests for data to not be gathered on their moment-to-moment online behaviors.

San José State University has a rich history of social justice and student activism for
human and civil rights. Such a culture rooted in ethics yields important challenges for
members of the academic community attuned to dataveillance processes that funnel
millions of data points daily from Canvas Instructure into Amazon Web Services
servers. Aiming for true alignment with equity and social justice values of the university
would appear to be compromised given the reality of where we are sending personal
data. While we send data to Amazon Web Services, the employees who work at AWS
are demanding that,

... Amazon remove Palantir, Peter Thiel’s big data firm, which has contracts with ICE and
law-enforcement agencies, from Amazon Web Services. ‘Our company should not be in
the surveillance business,” the letter reads. ‘We should not be in the policing business; we
should not be in the business of supporting those who monitor and oppress marginalized
populations. (Kosoff 2019)

Finally, as academics, we need to ask why industry researchers are not held to the same
ethical standards to which we are held to ensure protection of human subjects in research.
We close with a reminder that while it may appear a daunting task years after processes
have ushered in the datafication of higher education, inevitability narratives need not
apply. Educational leaders can choose to require stronger data protections, or
to discontinue harmful contracts with edtech products that exploit user data.

Notes

1. In 2017, a student discovered how to un-mute his ‘muted’ grade and made a YouTube video
documenting the exploit. (CanvasLMS 2017). https://community.canvaslms.com/thread/
16830-student-discovered-his-muted-grade.
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2. Advertising ID: ‘Transmitted during testing’ Explanation: ‘The Android Advertising ID
(AAID is used for tracking and behavioral advertising. You can modify the settings of
your phone to reset this identifier, to prevent tracking over time, or opt-out of behavioral
advertising altogether.’

3. Android ID: ‘Transmitted during testing’ Explanation: “The Android ID is a random serial
number that is created when you first configure your phone. It is a globally unique identifier
that could be used to track you over time and across apps, and can only be reset by perform-
ing a factory reset of your phone.

4. Device Descriptions: ‘Transmitted during testing’ Explanation: “This refers to a list of your
phone’s current configuration parameters, including a description of your phone’s hardware
and software. While this is often used by developers to collect performance data and detect
software bugs, it could also be used to construct a unique “fingerprint” of your device for
tracking purposes.’
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